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Abstract

Access control is a fundamental concern in any system thatges resources, e.g., operating systems, file
systems, databases and communications systems. Themnokladdress is how to specify, enforce, and implement
access control in distributed environments.

Starting from an access relation between users and respuveederive a user hierarchy, a resource hierarchy,
and a unified hierarchy. The unified hierarchy is then usegéwify the access relation in a way that is compact
and that allows efficient queries. It is also used in crympbic schemes that enforce access rights. We introduce
three specific cryptography-based hierarchical accessrsey, which can effectively enforce and implement access

control and are designed for distributed environments.
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1 Introduction

The subject domain of this paper is distributed applicaiorenvironments such as distributed operating systems, di
tributed database systems, and communication networlesendifferent users access various resources with differen
access rights. This subject is called distributed accessalo Other examples include management of distributed
project resources, web subscription services, pay TV, etc.

To elaborate further, in the context of management of ptagsources, users include directors, group leaders,
project managers, technical managers, engineers, cangjladministrative staff, customers and accounting. staf
Resources include financial data, internal technical desus) public project documents, laboratories, etc. Deffier
users have different access rights to different resourdeish need to be concisely specified and correctly enforced.

Access control deals with the specification and enforcewfargers’ access permissions relative to the resources of
a system [2, 7, 13]. This is a fundamental concern in any sy#itat manages resources. Traditionally, access control
is specified by amccess relatiorfor “access matrix”) that lists explicitly which users cartass which resources.

In this paper we uncover a user hierarchy and a resourcerttigrahat are implicit in any access relation. In-
tuitively the hierarchies arise from the fact that some si$@ve more access rights than others, and some resources
carry more access restrictions than others (a formal diefinitill be given later). We show that these hierarchies can
give useful information.

Another contribution of this paper is an algorithm that nesrghese user and resource hierarchies into a single
hierarchy. This unified hierarchy contains the user anduesohierarchy as sub-hierarchies; moreover, a user is
above a resource in the unified hierarchy if and only if thisrdeas access to this resource. Thus the unified hierarchy
contains all the information of the access relation, whige aisplaying the useful hierarchy information. In adutiti
the unified hierarchy merges ‘equivalent’ users, and megggsvalent’ resources (rigorous definitions will be giyen
thus the unified hierarchy will usually be a compact desimiipdf the access rights.

Having a unified hierarchy can simplify access control. Titegdture contains a number of secure access control
protocols [1, 5, 9, 11, 14] that assume (without justifica}ithat users and resources are organized in pre-existing
hierarchies (see Subsection 3.4). We show that these saeccess control schemes can use our unified hierarchy in
order to enforce access permissions and restrictions.

For a centralized system, access control is usually impheaeoy a centrally stored access table [3, 8, 10, 15, 16].



However, applications in distributed environments calldistributed access control. In this paper, we provide sgce
control schemes that are specifically designed for digibapplications.

In this paper we do not consider the dynamics of access dgntnen users and resources are added and removed
and when access rights change). Our results are applicéigle systems change only slowly. Dynamical distributed
access control is a very difficult problem, which is studied more restricted domain in [17] (e.g., for tree-hieragshi
and secure group communications).

In the next section we define the user and resource hierarchgewell as the unified hierarchy, and prove the
existence and unigueness of the unified hierarchy. In Se&jave discuss the specification of an access relation
(in particular, using the unified hierarchy) and introduwee cryptography-based schemes which enforce the access

relation; these schemes use the unified hierarchy and aciisplty designed for distributed applications.

2 Hierarchies that are implicit in an access relation

A hierarchyis formalized by a directed acyclic graph (a “DAG”"), whichfies a partial order (“hierarchical order”)
among vertices. A vertex; is below a vertex; in the hierarchical orden§ < v;) if and only if there exists a directed
path in the graph from, to v;.

LetU = {uq,us,...} be the set ofisersin the system, and IeR = {r1, 72, ...} be the set ofesourcesin the

system. Theaccess relation Aof the system determines which resources each user calylageéss and use:
A ={(u,r) € U x R : the user can access the resournce

Forausen € U, let R(u) C R denote the set of resources thatan access; for a resources R, letU(r) C U
denote the set of users that can aceesSo, (u,r) € A is equivalent ta- € R(u), and also equivalentto € U(r).
In the following, we assume that the access relation is cetalyl known, and hence all the sat$u) andU(r) are
known.

The user and resource hierarchies are defined as follows:

Definition 2.1. Letu;,u; € U, r;,r; € R.
o u; <y u; ifandonlyif R(u;) C R(u;). Inwords,u; is abovey; in the user hierarchy if and only if every resource

thatwu; can access can also be accessed by



o r; <pr; ifandonlyif U(r;) C U(r;). Inwords,r; is belowr; in the resource hierarchy if and only if every user

that can access; can also access;.

o u; =y u; ifandonly if R(u;) = R(u;). Inwords, two users are equivalent (regarding access odyifrand only

if they can access exactly the same resources (i.e., th&thawsame access rights).

e 1, =pr; ifandonlyif U(r;) = U(r;). Inwords, two resources are equivalent (regarding accesdrol) if and

only if they are accessible by exactly the same users.

Notice that the subset order is reversed for resources, a@upo users: Users with more access rights are higher
in the user hierarchy, whereas resources with more acagss are lower in the resource hierarchy. This is natural,
once one thinks of the meaning of the access hierarchy.

The ‘order’ relations defined so far are in general not ayinsetric (i.e..x < y andz > y does not always imply
x = y; see e.g., [6] for the mathematical definition of ‘partiadler). To obtain partial orders weerge equivalent
(=v) usersinto single groups, and waerge equivalent E ) resourcesinto single groups. Note that the result is
the same, whether we first merge equivalent users, and thavatnt resources, or vice-versa. From now on, when
we say “user” (or “resource”), we will mean a group of equévalusers (respectively, resources).

Now (after merging equivalent users, and merging equivaksources), the users form a partial order (“p.0."),
called theuser hierarchy, and denoted b{U, <y/); similarly, the resources form a p.o., called tesource hierarchy,

and denoted byR, <g).

Example: We illustrate the hierarchies by the following simple exdenmspired from a college environment (Figure
1). The the set of users i§profl, prof2, grStul, grStu2, ugrStul, ugrStu2, , ugrStul00, secr, sysMgr, sysHglp
(i.e., two professors, two graduate students, a hundredrgratluates, a secretary and two systems people); the set
of resources is{c1, c1A, c2, c3, labl, lab2, prl, pr2i.e., four class rooms, two labs, and two printers). Theasc
relation is given in Figure 1, which describes the usersaeglcy lists (i.e., for each user there is one row which lists
the resources that are accessible by this user).

Figures 2 and 3 represent the user and the resource hi@srdetermined by the access relation according to
Definition 2.1. Notice that the users grStul and grStu2 haeess to exactly the same resources, so we have merged

grStul and grStu2; from now on the gro{grStul, grStu?is treated as a single user. In a similar waygrSti, ...



profl— c1, c1A, c3, labl, lab2, prl, pr2
prof2 — c2, c3, labl, lab2, pr1, pr2
grStul— clA, c3, labl, lab2, pr2
grStu2— cl1A, c3, lab1l, lab2, pr2
ugrStul— c3, labl, lab2, pr2

ugrStu2— c3, lab1l, lab2, pr2

ugrsStul00— c3, labl, lab2, pr2
secr— c3, prl, pr2

sysMgr— all resources

sysHelp— all resources except ¢l and c2

Figure 1: Example of an access relation

, ugrSt10Q forms a group of users with the same access rights, and wilehéed as a single user. Also, the resources
labl and lab2 are accessible by the same users, so they ayechiretio the grouglabl, labZ; that group will now be

viewed as a single resource. Similarly, the resources cpehdre merged.

sysHelp

grStul
grStu2

ugrStul

ugrStu100

Figure 2: User hierarchy

It may look strange, at first, that we merge different useisgmnoups, and similarly for different resources. Merged



\

Figure 3: Resource hierarchy

entities could be quite different in nature, but equivaemeans thawith respect to access contiile merged entities
need not be distinguished. It may also seem strange thatdee entities according to their access rights. Anindividua
with a high rank (e.g., in an organization’s pecking ordeigtmbe fairly low in the user hierarchy of Definition 2.1.

However, for access control, the hierarchies introduced aee the relevant ones.

We will now combine the user hierarchy and the resource tdhyanto a unified hierarchy. Before constructing a

uniform hierarchy, let us define what we mean by that.

Definition 2.2. Let (U, <y) and (R, <g) be p.o’s (user hierarchy and resource hierarchy, respety), obtained

from an access relatioA. Theunified hierarchy is a partial order (“p.0.") (V, <) satisfying the following conditions:

(1) The user hierarchy is a sub-p.o. of the unified hierardtyis means{U, <) is embedded into the p.0V, <) by

aone-to-one magy : U — V, such that for allu;, u; € U: u; <y u; ifandonlyif fir(u;) = fu(u;).

(2) Similarly, the resource hierarchy is a sub-p.o. of théied hierarchy. This meangR, <p) is embedded into the

p.o.(V, <) by aone-to-one maf : R — V, suchthatforall;,r; € R: r, <gr; ifandonlyif fr(r;) < fr(r;).

(3) A useru € U has access to a resourees R if and only ifu is abover in the unified hierarchy (i.e., if and only if
Ir(r) = fu(u)).

(4) In the p.o(V, <) no mergers of elements are possible, unless some of thetiomsdil), (2), or (3) are violated.

The following theorem shows that a unified hierarchy, as gefined, exists and is not larger than the combined



size of the two original user and resource hierarchies. ilaugé the notation: > y to meany < x.

Theorem 2.3. Let A C U x R be any access relation, and 1&V, <y;) and (R, <p) be the user, respectively
the resource hierarchy determined By Then thereexistsa unified hierarchy(V, <) (satisfying the conditions of
Definition 2.2), and this unified hierarchy isique up to ‘isomorphism’ (i.e., up to renaming the element¥of

(V, =) is the smallest p.o. (regarding the sizel©f, satisfying conditions (1), (2), and (3) of Definition 2Fr the
size|V| of V we have: |V| < |U| + |R].

Moreover,(V, <) can be constructed fros in polynomial time.

Proof. First, in Lemma 2.4 we construct a hierarcfly, <) which satisfies conditions (1), (2), and (3), and
|[V| < |U| + |R|. The construction is actually an algorithm, which runs ifiypomial time.

Note that in a unified hierarchy, no two users can be mergedd@bgition (1) of Definition 2.2), and no two
resources can be merged (by condition (2) of Definition 2E29wever, a user could sometimes be merged with a
resource in the unified hierarchy; Lemma 2.5 describes whenhappens. Minimality and uniqueness(df <)

follow immediately from Lemma 2.5. O

Lemma 2.4. LetA, (U, <y) and(R, <g) be as in Theorem 2.3. Then there exists a hieraféfy<) which satisfies
conditions (1), (2), and (3) of Definition 2.2. For the s|28 of V we have: |V | < |U| + |R].

Moreover,(V, <) can be constructed fros in polynomial time.

Proof. We use the classical notati@®¥ for the set of all subsets @?. We will construct the unified hierarchy
(V, =) as a sub-p.o. of the p.2%, C). (We could have based the construction28n which would have been quite
similar.)

(1) We embed the user hierarcfly, <;;) into (2%, C) by the map
.fU tu; €U — fU(Uz) = R(UZ) S 2R,
In words, fy(u;) is the set of resources that can access. Thefi; is one-to-one (because we already merged
equivalent users). Moreovet,; <y u; ifand onlyif fy(u;) C fu(u;), by the very definition oKy .
(2) We embed the resource hierardi#§, <) into the p.o.(2%, C) by the map

fR:TiGRHfR(Ti):{Tj GRZT]' <r 7’1'}.



In words, fr(r;) is the set of resources that are belowin the resource hierarchy. Thef is one-to-one by anti-
symmetry of the p.o< r (after merger of equivalent resources). Moreover< g r; ifand onlyif fr(r;) C fr(r;),

by transitivity of <g.

(3) The third condition of the definition holds:
u; can access; if andonlyif r; € R(u;);
this is true if and only if for allry, <g r; : ry € R(w;);

and this is equivalent to sayingiz(r;) C fu(u;).

Let V = {fu(u): uw € U} U{fr(r) : v € R} C 2F. Then the p.o(V, C) satisfies conditions (1), (2), (3) of
Definition 2.2 (withC playing the role of<). Also, clearly |V| < |U| + |R].
It is easy to implement the construction(@f, <) in polynomial time; note that we need not consider al8fin

the construction but only thé”| (< |U| + | R|) sets mentioned above). This proves Lemma 2 3.

Lemma 2.5. Let (W, <) be any unified hierarchy obtained frafy (U, <y) and (R, <r), and satisfying conditions

(2), (2), (3) of Definition 2.2, with embedding mafis and F’z. Then

(@  Fy(u;) = Fr(r;) implies R(u;) = {ri : ry <p rj}.

If, in addition, (W, <) satisfies condition (4) of Definition 2.2 then we have

(b)  Fy(u;) = Fr(r;) ifand only if R(u;) = {rx : rix <gr 7;}.

Moreover, in that casélV, <) is isomorphic to the p.dV, <) constructed in Lemma 2.4 (i.e., the two p.o.s differ only

in the names of their elements).

Note that the last line in the Lemma implies tf{&t <) satisfies condition (4) of Definition 2.2. It also follows
thatV has minimum size (indeed, a minimum-size unified hieraretiigies (4), hence, by the Lemma, is isomorphic
to (V, =)). And it follows that the unified hierarchy (satisfying (1(4) is unique, since all hierarchies satisfying (1) -

(4) are isomorphic tgV, <).

Proof. (a) Assume Fy(u;) = Fgr(r;). By condition (3) of Definition 2.2, this implies that can access; (and
henceu; can also access the descendants pfthus we have{ry, : r, <g r;} C R(u;).
Conversely let;, be any resource if(u;) (i.e., u; can accessy,). Then (by condition (3) of Definition 2.2), we

have Fiy (u;) = Fr(ry). Hence (since we assundg (u;) = Fr(r;)), Fr(r;) = Fr(ry). Condition (2) of Definition



2.2thenimplies,r; >g 1y, i.e.,r, € {1y : 1y <g 7;}. SO, we have{ry, : i, <p r;} = R(u;).
(b) As a consequence, we have a well-defined Miap— V (whereV was constructed in Lemma 2.4), defined
by Fy(w) — fu(w)) = R(u;) and Fgr(r;) — fr(r;) = {rx : v« <gr r;}. The map is well defined since
Fy(u;) = Fr(r;) implies {ry : 7x <r r;} = R(u;) (as we just proved).

Since the p.o(IV, <) maps onto the p.qV, <), we have the following, if W, <) satisfies condition (4) of Defi-

nition 2.2: Fy(u;) = fu(wi) = fr(rj) = Fr(r;). This proves the Lemma.O

Henceforth we will simply writex andr for elements in the unified hierarchy (insteadfef(u) or fr(r)).
The definition of the unified hierarchy does not tell us exflliavhat it means for a resource to be above a user

(u = r). From the construction one can derive the following.

Proposition 2.6. In the unified hierarchy the following are equivalent (whers a user and- is a resource):
Q) u=mr
(2) every resource accessible bys <g r;
(3) every user who can accesss >y u;
(4) for every usewr; who can access, and every resource; which is accessible by we have:
u; Can access;;

(5) the Cartesian produdt (r) x R(u) is a subset of.

Proof. [(1) & (2)] By definition, fy(u) = fr(r) ifand only if R(u) C {r; : r; <g r}. Putting this into
words amounts to saying that every resource accessiblddy g .
[(2) & (5)] Property (2) can we written agvr; € R(u)) : rj <gr 7.
This is equivalentto (Vr; € R(u)) : U(r) C U(ry)
(since r; <g r" was defined to meanl’(r) C U(r;)").
This is equivalentto (Vr; € R(u))(Vu; € U(r)) : u; € U(r;).
This is equivalent to (Vr; € R(u))(Vu; € U(r)) : (u,75) € A.
This is equivalenttoU(r) x R(u) C A.
[(3) < (5)] Property (3) can we written agvu; € U(r)) : u; > u.

This is equivalentto (Vu; € U(r)) : R(u) C R(u;)



(since “u; >y w” was defined to meanR (u) C R(u;)").

This is equivalentto (Vu; € U(r))(Vr; € R(u)) : r; € R(u;).
This is equivalentto (Vu; € U(r))(Vr; € R(u)) : (us,75) € A.
This is equivalenttoU(r) x R(u) C A.

[(5) < (4)] Putting property (5) in words amounts to property (43

Example: For the example of Figure 1, Figure 4 represents the unifiechtghy. Note that some users have been
merged with resources. One can check that the resourcessdileeby profl are exactly the resources befew;) cl
in the resource hierarchy; according to Lemma 2.5 this iscthierion for merging a user and a resource. Similarly,
the user grouggrStul, grStu? has been merged with the resource c1A, because the resasnessible t§grStul,

grStuz are exactly the resourcesz c1A.

grStul
grStu2
clA
ugrStul
ugrStu100
labl
lab2

fr2

Figure 4: Unified hierarchy

3 Implementation of access control

In this section we use the hierarchies that we introduceddardo develop secure access control schemes. Hierarchies
can be used for both the specification and the enforcementega control. In our enforcement schemes, awdeas

to prove to a resoures thatu, has the right to access, and this should be possible if and onlyrif < u; with respect

10



to the unified hierarchy. We will present three basic mearsnforce access control: certificates, unconditionally

secure keying schemes, and computationally secure keghregrees (based on one-way functions).

3.1 Specification of access control

An access control relation can be given explicitly, bya@eess matrixwhich can be useful for theoretical reasonings
but is wasteful for space. A more compact description of tteeas control relation can be given &gjacency lists
user-dominant adjacency lists or resource-dominant ad@clists. A user-dominant adjacency list consists of one
row per user; the row of that user mentions the user and altgbeurces that this user can access. Similarly, a
resource-dominant adjacency list consists of one row E@uree, and the row of that resource mentions the resource
and all the users that have access to this resource.

Theunified hierarchycan also be used to describe the access relation. In thisthadgerarchy is given as a graph
in which every vertex is labeled by the set of equivalent sisgrd/or resources that are represented by this vertex.
Because of the merger of equivalent users or resourceshamderger of some users with some resources, the unified
hierarchy is a representation which is as compact as (aradlysaore compact than) the adjacency list representation.
Moreover, the unified hierarchy has the advantage thatineyteeries are more efficient: Given a usgior a resource
r; itis easy to find the adjacency list of or r; (namely, pick all the resources that ate.;, respectively, all the users
that are> r;). In the user-dominant adjacency list representatiors, ieédious to find a resource’s adjacency list; on
the other hand, if both user- and resource-dominant adigdests are explicitly given, storage is wasted. Thus, the
unified hierarchy could serve as a representation of thesacetation, which is both compact and efficient for queries.

Various mixed representations of the access relation a @dssible: We might be given partial information
about adjacency lists, about the user and resource higzarch information about equivalence of some users or some
resources. This may arise in specifications, and one couétsked to reconstruct the entire unified hierarchy from
these data.

In a distributed environment, partial information aboug tccess relation or the unified hierarchy will be dis-
tributed among the users and the resources; no centralrdytiscneeded (except may be at the set-up of the system
or for occasional maintenance and updates).

In the next three subsections we give schemes for enforcirgeess relation.

11



3.2 Certificate-based schemes

In these schemes a trusted certificate authority (CA) Oisties certificates to users. When a user accesses a resource
the protocol is as follows: The user provides an access st@leng with a certificate. The resource then verifies the
user’s access right based on this certificate (without dinguhe CA).

It is natural to assume that users know which resources thieyaccess. A user; may have a certificate of the
following form for each resource; thatu; can access:

[u's ID (u;r;), cert.-valid-tine, CA-sig.].
Here, u;'s ID identifies the user(u;, ;) indicates the access right, and the CA's digital signatemtifes to the
resource that the information in the certificate is corr@ét.refer to books on cryptography for more information on
certificates and digital signatures (e.qg., [12]).

Alternatively, instead of having a different certificate &mch resource that can access; might have just one
certificate that lists all ofR(u;) (i.e., all the resources accessiblewg. This approach may be simpler when the
number of resources is small; but it gives more informatma tesource than this resource needs to know.

In any case, no information about the access relation oridhranchies needs to be stored in the resources.

A disadvantage of this scheme comes from a general problémreitificates: it is hard to keep certificates up to

date when the system changes (the certificate revocatidngone- see [12]).

3.3 Unconditionally secure keying schemes

Let (V, =) be a unified hierarchy. In these keying schemes, every veitethe unified hierarchy has a kéy (picked
from a large key space). Each usevadnows a set of keydJ,, C {k,, : w = v} (i.e., the user knows some keys of
lower-ranking resources), and each resource at verteows a set of keysk, C {k,, : v < w} (i.e., the resource

knows some keys of higher-ranking users). The Egtand R, must be chosen in such a way that

*) v; <v; ifandonlyif U, NR,, #0.

A useru; (at vertexv;) requesting a resoureg (at vertexv;) will present the set/,; to the resource. The resource
then checks whethér,, N R,, # (0, which holds if and only ifv; < v;, i.e., if and only ifu; has the right to access
7.

Note that equivalent users receive the same keying matetiéth is fine since they have the same access rights.

12



In this protocol, a resource can get information about therigematerial held by users. A usey, however, only
knows his set of key#/,, and no other keys. An alternative would be to use (localtédishird parties, to whom
keying material is presented by users and resources; thiedrthird parties do not need to remember the Bgtand

R,; they just have to check conditi@) when a user and a resource present their sets.

There are many ways of choosing the détsand R, so that conditior{*) holds. We will illustrate this approach
by simple special cases, namely ‘user multiple keyingsénarce multiple keying’, and ‘mixed keying'.
(a) User multiple keying:
In this scheme the set of keys are as follows. For every vertex
R, ={k,}, and
Uy = {ky, 1 v; 2 v}

A useru requesting access to a resourcpresentd/, to r. The resource verifiesu’s access right by checking

whether k,. € U,, (which is equivalent to conditio(t) in this case).

Example: See Figure 5, which represents two copies of a dififexarchy; the first copy gives the séts, the second
copy gives the set,. Here, U, = {k2,ka,ks5}, Ry, = {ko}, Ry, = {ka}, Ry, = {ks}, therefore usen, can

access resources, r4, andrs.

R-sets U-sets

vi @ {k, }
1 v Nk, Ky kg Ky K ke }

/\ '\ v2 {k2k4'k5:/vs {kg kg kg

v5.{k } v @ (k) va® (K, } 5 @ {ks) ve @ g1
Figure 5: User multiple keying

(b) Resource multiple keying:

This scheme is similar to User multiple keying, with the sotd user and resources switched.
(c) Mixed keying:

13



This is the general case. There are many possibilities, andive just one example (see Figure 6): Hefg, =
{k1, ks}; moreover,R,,, R,,, R,,, Ry, contain the keyk;, so any user; at vertexv; can access the resources at
verticeswvs, vs, v, vg. Useru, can also access the resourceabecausd’,,, and R, share the key;. One can

check from the two graphs in Figure 5 that condit{ghholds at all the vertices.

R-sets U-sets
vig ik, } 1
VIR fky kg )
v2
I ALY, SURLYY, v2@ {ky} v3® {ky kg
V4@ (k, ky kst V5@ fkyks}  vo@ik, kg k) vag ik, s 8 ) 6@ kel

Figure 6: Mixed-Keying

3.4 One-way function based keying schemes

A drawback of the unconditionally secure schemes preseattegle is that the total amount of secret information
that the users or the resources have to store can be quige(faaportional to the number of vertices in the unified

hierarchy). One-way functions can drastically improvethiVe present a way of using one-way functions, namely
a generalization of Lin's scheme [11], based on the unifiedanchy. Other methods (e.g., the scheme of Akl and

Taylor [1]) could be generalized as well by using the unifieztdrchy.

A generalization of Lin’s scheme

Lin’s original scheme [11] assumed that the user hierardiaythe resource hierarchy were the same. However, we
do not need this assumption; we will simply apply Lin’s metfto our unified hierarchgl’, <). One of the advantages
of the unified hierarchy is that methods like Lin's scheme mawk without special assumptions.

Moreover, we will use any one-way functiof : K x I — K, whereK is a large key space, amds the space of
vertex identifiers. (We lelt be a large set of possible names for vertices, suchithatI for any particular vertex set
V that we will use.) BotlK andl are sets of bit strings.

Every vertexv € V is assigned its own independent kigy € K. Only v (and no other vertex) knows,. The

access relation is represented by the unified hierarchyghnitself will be represented by an array of numbers

14



(v,w € V), defined as follows (where denotes bitwise exclusiver):
Tow = Fky,v) Dky, fv3w;
row IS arandom element &€ if v A w.

In any case, the elements,,,, v, w) (@asv andw range ovel’) are made public. The one-way functidhis also
assumed to be publicly known.

Now, if v < w thenw can computé:, (= F(ky,v) B 7w ), USiNgk,, (Whichw knows) and-,,,, (which is public).
On the other hand, it £ w, the element,,, is random and carries no information (and therefésecannot be
derived fromk,, andr,,,). A user associated with vertexaccesses a resource associated with vertexpresenting
k., (computed fromk,, andr,,,, as we saw) t@. (Lin used a special one-way function, which required sogteup
work. However, we do not need the special properties of lans-way function; any good one-way function will do.)

The advantages of this scheme are that every vertean select its own ke, in a decentralized manner; more-
over, a vertex does not need to remember the entire hieraftieyhierarchy is represented by the numbegrswhich

are public, and could be stored in a publicly accessiblerfroessarily secure) data base.

4 Conclusion

We showed that three hierarchies can be extracted from asscelation: a user hierarchy, a resource hierarchy, and
a unified hierarchy. Moreover, we can define an equivaleradgr among users (and among resources) that merges
users (respectively resources) that are equivalent farsaccontrol. These hierarchies allow compact specification
of access control, and are useful for schemes that enforee@ss relation. Cryptographic key-based hierarchical
schemes can be designed to effectively enforce and implemeeass control in distributed environments.

The issue of dynamic access control remains a challengiggm for future research.
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